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Abstract

The key motivation for this work is that future smart services (e.g. loT applications) will have competing and perhaps conflicting
networking performance requirements. These services will also require flexible and agile deployment. 5G networks, an essential
component of future virtualized infrastructures, deal with this issue - in part - by relying on network slicing. To define a network
slice, one has to consider the allocation of resources - both in the radio and core parts - of the 5G network to form a logical entity
where a service could be deployed. Network slicing has emerged as a key-enabler for proving heterogeneous services. It takes
advantage of the virtualization elements of future networking infrastructures where multiple services can be hosted on the same
physical infrastructure.

This talk will give a quick overview of network slicing with emphasis on 5G core networks. It will also discuss the requirement for
network slice isolation and different methods that were proposed to implement it. Finally, an overview of our research group
ongoing work on mitigating Distributed Denial-of-Service (DDoS) attacks using slice isolation. Our approach is to tackle slice
isolation as a resource allocation problem to deal with the trade-off between offering security while achieving a certain level of
performance. In other words, we utilize a mathematical optimization model to solve a security problem. In our proposed solution,
we use slice isolation as security constraints for the optimization model to proactively mitigate DDoS attacks. Our experimental
test results show how DDoS could be mitigated and the impact on slice availability. We believe this work will encourage further
research in securing 5G network slicing.
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Matrawy has more than 10 year experience in undergraduate and graduate curriculum development for the Network Technology
programs at Carleton University. He served as associate director for the School for three and half years and as coordinator for
the Networking program for six years.


http://www.algonquincollege.com/sat/program/bit-photonics-and-laser-technology/optophotonics-lab/
http://maps.google.com/maps?q=1385+Woodroffe+Ave.%2C+ottawa&sourceid=navclient-ff&ie=UTF-8&rlz=1B2GGFB_enCA213CA214
mailto:Almuhtadi@ieee.org

